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UTI-CERT @ certSIGN
•  Clear legal requirements and compliance

•  Disaster recovery and business continuity

•  “Trusted Introducer” member
•  ISO 27001 & 9001 compliance

•  Regular internal pen testing and security audit

•  Structure enhanced to cover variety of customers

•  Oil and gas
•  Utilities providers

•  Banks
•  Telecom

•  Al around cyber security services and solutions

•  Flexibility for special projects customized according to client needs

•  Customizable services
•  Adaptable SLA

•  Training, Knowledge transfer and technical support
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1. Cybercrime context 



Word Economic Forum study on global risks 
(2014) findings position Cyber attacks in high 
likelihood / high impact.

!  Systemic risk is the risk of “breakdowns in an 
entire system, as opposed to breakdowns in 
individual parts and components”

!  Systemic risks are characterized by: 
•  modest tipping points combining indirectly 

to produce large failures 
•  risk-sharing or contagion, as one loss 

triggers a chain of others 
•  “hysteresis”, or systems being unable to 

recover equilibrium after a shock

!  Cyber risks in key areas (e.g. financial) and 
attacks on critical infrastructure pose a 
systemic risk

Cyber risks in global context

Source: World Economic Forum, “Global Risks 2014” Ninth Edition



On the The Global Risks Interconnection 
Map we can see the links and potential 
influences of the systemic risks.

The Technological Risks are strongly linked 
with geopolitical and economic risks.

Organized crime risk has a direct link to 
them.

Mitigating one area involves taking into 
consideration other indirect risk propagations 
as well.

Cyber risks in global context

Source: World Economic Forum, “Global Risks 2014” Ninth Edition



Global 
Cybercrime
The Comprehensive study by United 
Nations Office on Drugs and Crime 
(2013) gives a perspective from 
GOV, COM, EDU view. 

Findings: 

-  Laws are fragmented, lack 
procedural powers and hinder intl 
cooperation. 

-  Law enforcement and criminal 
justice have limitations in their  
capacity to react and combat 

-  Preventions activities are 
lacking / require strengthening 

Source: “Comprehensive Study on Cybercrime”, UN ODC
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Source: RAND Corporation, Markets for Cybercrime Tools and Stolen Data (2014), www.rand.org  
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Accelerators: Crimeware



Accelerators: business ecosystem
“The increasing frequency, variety, and complexity of 
attacks are the product of an emerging cybercrime-
as-a-service provider market. This market allows 
malicious parties to execute attacks at considerably 
lower cost, with considerably lower levels of technical 
savvy.” 

!  Research-as-a-Service  
!  – Vulnerabilities, Exploits, IDs 

!  Crimware-as-a-Service  
!  – Development, Malware Services 

!  Infrastructure-as-a-Service  
!  – Botnets, Hosting, Exploitpacks 

!  Hacking-as-a-service  
!  – DoS, Password Cracking, Financials 

Source:	“Cybercrime	Exposed.	Cybercrime-as-a-Service	“,	McAfee	



Accelerators: Cheap & easy

Source: http://darkmatters.norsecorp.com/2015/06/16/finding-hacking-services-and-more-
in-the-deep-web/ 



Exploit Kit Price Year 

Source: RAND Corporation, “Markets for Cybercrime Tools and Stolen Data”

Accelerators: Cheap & easy



Source1: “Cybercrime Exposed. Cybercrime-as-a-Service “, McAfee
Source2: RAND Corporation, “Markets for Cybercrime Tools and Stolen Data”

Accelerators: Cheap & easy
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Accelerators: Defence gap

!  200+ days MED, 243 days AVG, the 
attackers reside within a victim network 
before detection

!  1 in 5 (~20%) of threat actors are internal
!  75%+ of all network intrusions are due to 

compromised user credentials, 84% w/
no admin rights

!  60% of cases attackers compromise the 
org within minutes. Discovery within 
days or less is below 25%.

!  94% of the breaches are reported by a 
3rd party

Sources: Microsoft Advanced Threat Analytics, HP Security, Verizon DBIR2015, 
ObserveIT 

!  In a Symantec study*, 11 of 18 identified 
vulns were not known 0-days.

!  Attacks with 0-days lasted b/w 19 days – 
30 months, with a MED of 8 and AVG of 
10 month.

!  After disclosure, the variants exploiting 
them explode 183-85k times, and attacks 
increase 2-100k times

!  Exploits for 42% of vulns are detected 
within 30 days after disclosure

* Source: Before We Knew It - An Empirical Study of Zero-Day Attacks In The Real World,  
Tudor Dumitras et al., Symantec Research Labs 



Accelerators: Geopolitics complication

!  All world powers modern warfare 
doctrines include the cyber field -
engagement playbook. 

!  Take Russia - from Myatezhevoyny 
(МЯТЕЖЕВОЙНЫ) to V. Gerasimov 
doctrine of non-linear/hybrid war. 

!  Inducing panic, doubt in the enemy’s 
soul by means of propaganda / 
disinformation 

!  Controlling territory without 
conventional troops on the ground – 
cyberspace an important vector. 

!  Soviet military scholar G.Isserson – 
“War in general is not declared. It 
simply begins with already developed 
military forces.”  

Source: Wikimedia.org 

Ref: http://nvo.ng.ru/history/1999-11-05/7_rebelwar.html 



2. Legal context 



EU response to cybercrime 

Policies and directives
•  The Cybersecurity Strategy of the EU (2013)
•  Directive 2013/40/EU on attacks against information 

systems
•  Directive 2011/92/EU on combating the sexual 

exploitation of children online and child abuse
•  ePrivacy Directive 2009/136/EC
•  Framework Decision on combating fraud and 

counterfeit - 2001/413/JHA

Institutions & Initiatives
•  2013 - European Cybercrime Centre (EC3) @ 

EUROPOL 

•  2004 - European Network and Information 
Security Agency (ENISA) 

https://cybersecuritymonth.eu/  

Cybersecurity Strategy Strategic Priorities 
•  Achieving cyber resilience 
•  Drastically reducing cybercrime

•  Developing cyberdefence policy and capabilities
•   Develop the industrial and technological resources for 

cybersec 
•   Establish a coherent international cyberspace policy for EU

Directive 2013/40/EU

•  Deadline for transposition in the Member States 
4.9.2015

•  Guidelines and best practices 
•  EU countries must:

•  have an operational national point of contact,
•  use the existing network of 24/7 contact points ,
•  respond to urgent requests for help within 8 hours to 

indicate whether and when a response may be provided,
•  collect statistical data on cybercrime.



The terms - Directive 2013/40/EU 
Information system - device or group of 
inter-connected or related devices, one or more 
of which, pursuant to a programme, 
automatically processes computer data, as 
well as computer data stored, processed, 
retrieved or transmitted by that device or group 
of devices for the purposes of its or their 
operation, use, protection and maintenance;  

Computer data - a representation of facts, 
information or concepts in a form suitable for 
processing in an information system, including 
a programme suitable for causing an 
information system to perform a function;  

Without right – […] including access, 
interference, or interception, which is not 
authorised by the owner or by another right 
holder of the system or of part of it  

Illegal access - the access without right, to 
the whole or to any part of an information 
system, is punishable as a criminal offence  

Illegal system interference - seriously 
hindering or interrupting the functioning of 
an information system by inputting computer 
data, by transmitting, damaging, deleting, 
deteriorating, altering or suppressing such 
data, or by rendering such data inaccessible, 
intentionally and without right  

Illegal data interference - deleting, 
damaging, deteriorating, altering or 
suppressing computer data on an information 
system, or rendering such data inaccessible, 
intentionally and without right  

Illegal interception – […] by technical means, 
non-public transmissions of computer data 
to, from or within an information system  

PT:	lei	109/2009		



European Union Agency for Network and Information Security (ENISA) -
“Good Practice Collection for CERTs on the Directive on attacks against information systems” 



3. Cyber terms 



Information Security 

Non  
Repudiation Authenticity 

Risk	Assessment	

Asset	Management	

Asset	Values	

Asset	Exposure	

Threat	Modeling	

Threat	Vectors	

ACack	Centric	

ACack	Modeling	

ACack	Trees	

Scenarios	



The Basics - Terms 
Asset – any information system or data that has 
value for the organization. 

Vulnerability – A flaw or weakness in system 
security procedures, design, implementation, or 
internal controls that could be exercised 
(accidentally triggered or intentionally exploited) 
and result in a security breach or a violation of 
the system’s security policy [NIST]  

Short: security flaws in a system that allow an 
attack to be successful. 

Threat – Any circumstance or event with the 
potential to adversely impact organizational 
operations (including mission, functions, image, or 
reputation), assets, or individuals through an 
information system via unauthorized access, 
destruction, disclosure, modification of 
information, and/or denial of service. Also, the 
potential for a threat-source to successfully 
exploit a particular information system 
vulnerability.  

Short: there is someone who  knows about, is 
able and willing to exploit a vulnerability 



The Basics - Terms 
Exploit – the defined way (specific steps/application) 
to use a vulnerability in practice, to breach a system. 
The exploit range can be local or remote. 

Zero-Day Vuln – Vulnerability for which there is no 
patch (solution/countermeasure) from the vendor of 
the system or application. 

Zero-Day Exploit – the actual means to use that 
vulnerability 

Attack – The realization of a threat,  through the 
means of exploits on existing vulnerabilities. 

Attack vector - the method that the (exploit) code 
uses to breach or propagate. A vulnerability can 
have several attack vectors. 

Attack surface – the sum of all attack vectors 

Impact – financial and non-financial loss estimate = 
value of services, capabilities, data etc. after a threat 
materializes into an attack (if we take cyber attacks, 
not accidents). 

Controls - Mechanisms used to restrain, regulate, or 
reduce vulnerabilities. Controls can be corrective, 
detective, preventive, or deterrent. 



The Terms – Malware & botnets 
Malware – malicious software, that is any 
computer code with the potential to damage an 
information system or network 

Browser malware – targets flaws in browser 
design principles, and exploits vulnerabilities in 
the components, plug-ins and OS layers. 

Virus – program/code that infects a IS by 
attaching itself to another program, and 
propagating itself when that program is 
executed. 

Worm – program/code that can make copies of 
itself and spread itself through connected 
systems and using up resources in affected 
computers or causing other damage 

Payload - the specific malware attributes 
unrelated to insertion, infection, armoring, 
obfuscation, and self-defense; the actions taken 
after the successful infection of a system that is 
directly tied into the purpose behind the 
malware. 

Trojan –  program/code that does something 
that is not expected by the user (delete, modify, 
copy data). 

Trojan downloader – A Trojan that downloads 
and installs malicious components on the host 
computer, or updates the commands/
configuration 

Trojan dropper – a program that is capable of 
installing a Trojan or other malware on the 
target system, and prevent its detection (from 
the antivirus or other security systems). 

Remote Access Trojan (RAT) – a trojan that 
communicates back to the attacker and can be 
controlled executing any commands. 

Zombie/bot – a compromised computer that 
can be controller by the attacker (e.g. through a 
RAT) 

Botnet – a network of infected computers 
(bots), that can vary in the sophistication of 
communication means and stealth capabilities. 
Examples includes IRC/HTTP/P2P botnets.  



The Basics MAC	Address	 c8:2a:14:07:49:cd	

IP	Address	 Private:10.0.1.10	
IPv6:	fe80::e2f8:47ff:fe27:f2b0	->	ICANN	

Local	Router	 vs.	switch.	Ethernet/Wireless		

DNS	 TLD	/		DNSSEC	

BGP	Router	 Dynamic	/	SBGP	

Web	Server	 e.g.	Apache	/	IIS		

Web	service	 Port	,	Socket	(80,	443)	

Web	Applica+on	 e.g.	PHP	/	ASP	

URL	 hCps://www.portugal.gov.pt	/	

Local	Router	 vs.	switch.	Ethernet/Wireless		



The Basics MAC	Address	 c8:2a:14:07:49:cd	

IP	Address	 Private:10.0.1.10	
IPv6:	fe80::e2f8:47ff:fe27:f2b0	->	ICANN	

Local	Router	 vs.	switch.	Ethernet/Wireless		

DNS	 TLD	/		DNSSEC	

BGP	Router	 Dynamic	/	SBGP	

Web	Server	 e.g.	Apache	/	IIS		

Web	service	 Port	,	Socket	(80,	443)	

Web	Applica+on	 e.g.	PHP	/	ASP	

URL	 hCps://cybersecurity-romania.ro/	

Local	Router	 vs.	switch.	Ethernet/Wireless		



The Basics MAC	Address	

IP	Address	

Local	Router	

DNS	

BGP	Router	

Web	Server	

Web	service	

Web	Applica+on	

URL	



4. Challenges in defence 
and collaboration 



Attacker vs. Defender - detection deficit

Source: Verizon DBIR2015 

A:“We only have to be 
lucky once.  
You will have to be lucky 
always.” (IRA,’84)  

!  Cyberspace favors offense 

!  Shift from  total security 
to assume compromise 

D:“There’s no way that 
we are going to win the 
cybersecurity effort on 
defense. We have to go 
on offense.” 
(Steven	Chabinsky,	former	head	of	
FBI	CyberIntelligence,	CRO	at	
CrowdStrike) 



Source: “A Threat-Driven Approach to Cyber Security - Methodologies, Practices and Tools to Enable a Functionally Integrated 
Cyber Security Organization”, Lockheed Martin Corp. 

Threat Modeling to Controls



Mature defence – e.g. banking
ROLES (ENISA / SOC) 

•  Duty officer / Tier 1 Analyst  – takes care of all incoming 
requests. Ensure that all incidents have owners. 

•  Triage officer / Tier 1 Analyst – deal with the reported 
incidents, decides whether it is an incident and is to be be 
handled, and by whom 

•  Incident handler  / Tier 2 Incident Responder – works 
on the incident: analyze data, create solutions, resolve the 
technical details and communicates about the progress to the 
manager and the constituents.  

•  Incident handler / Tier 3 Subject Matter Expert – 
advanced analyst that deals with complex cases that involve 
a cross-filed investigation. 

•  Incident manager – responsible for the coordination of all 
incident handling activities. Represents the team in 
communicating to the outside 3rd parties. 

Source: “Ten Strategies of a World-Class Cybersecurity 
Operations Center” (MITRE) 

STAFFING (ENISA) 

•  to deliver two core services of the distribution of advisory 
bulletins as well as incident handling: a minimum of 4 FTE.  

•  For a full service CSIRT during office hours, and maintaining 
systems: a minimum of 6 to 8 FTE.  

•  For a fully staffed 24x7 shift (2 shifts during out-of-office 
hours), the minimum is about 12 FTE.  



Defence in real life – gap in IR/DF

In reality, companies and organizations 
struggle with: 

!  Threat detection, investigation and 
incident response is immature 

!  Determining the root cause of incidents 
and then containing and remediating 
them is the tough nut 

!  Making use of security intelligence 

!  Evaluating assets risk state 

!  SIEM tools also require advanced skills 
and knowledge 

!  Many SIEM are verbose –give too many 
FPs 

!  Many attacks spread over larger period 
of time and context may be lost / 
lacking 



Incident Response (IR) - Threat Intel (TI) Frameworks
Indicators 
!  STIX – Structured Threat Information eXpression (MITRE/OASIS) 
!  TAXII – Trusted Automated eXchange of Indicator Information 

(MITRE/OASIS) 
!  CYBOX – Cyber Observable eXpression (MITRE/OASIS) 
!  OpenIOC – Open Indicators of Compromise (FireEYE/Mandiant)  
!  IODEF – Incident Object Description Exchange Format (IETF – 

RFC5070). 
!  YARA - Yet Another Regex Analyzer – binary pattern scanning 

(OSS) 
!  SNORT - real-time analysis of network traffic (CISCO). 

Enumerations 
!  MMDEF - Malware Metadata Exchange Format (IEEE) 
!  MAEC - Malware Attribute Enumeration and Characterization 

(MITRE). 
!  CAPEC – Common Attack Pattern Enumeration and Classification 

(MITRE). 
!  CVE - Common Vulnerabilities and Exposures (MITRE) 
!  CVSS - Common Vulnerability Scoring System (NIST) 
!  CPE – Common Platform Enumeration (NIST) 
!  OVAL - Open Vulnerability and Assessment Language (MITRE) 
!  OSVDB - Open Sourced Vulnerability Database (OSF) 

MITRE – Not-for-profit org that operates US federally funded research 
centers. 

PCAP 
PCAPNG 

CEF 
Syslog 

NetFlow 
S-Flow 

TAXII STIX 

MAEC 

CAPEC 

CYBOX 

MMDEF 

OpenIOC 

YARA 

JSON YAML XML 

CVE 

OVAL 

IODEF 



Threat Intel in real life - IOCs

Indicators of compromise (IoC) 

!  IP address / domain 
! E-mail address, x-mailer 
! URL 
! User Agent 
! File Hash 
! Mutex 
! Registry key 
! Memory entity 

Why use them 

! Actionable intelligence – act 
faster 

! Kill chain – stop before goal 
! Forces adversary to change 

behavior – divert. 
! Sharing builds trust 

relationships. 
! Core in Intelligence Driven 

Defense 



Elements of Investigators’ collaboration

Case/Campaign	

Intrusion	
aCempts	

Indicator	 Meta	
Data	

Tools,	Techniques,	
Procedures	

Kill	Chain	 Targe+ng	 Tools	 Infra	



5. Botnets & 
advanced attacks 



Botnet business - stars



Fighting botnets 

•  Bredolab (2010, NL) = CoinVault ransomware
•  Jurisdictional powers? Duch Police – National High Tech Crime Unit  gave a go on back-hack, possible illegitimate use of art 125j
•  Helped by Kaspersky Lab – recovery possible.

•  GameOver Zeus (2014, US) ~= CryptoLocker, banking fraud
-  Jurisdictional powers = 18 US Code §1345 /§2521 i.e. Injunctions against fraud/ Injunctions against illegal interception
-  Notification of the defendants via e-mail
-  Broad restraining order & preliminary injunction on the likelihood of damage
-  MLATs with the UK and Luxembourg, coordinated seizure of servers (CA, FR, DE, BX, NL, UA, UK)
-  Temporary disruption - security researchers exploited design flaws in the Gameover Zeus peer-to-peer (P2P) network, disrupting the 

criminal infrastructure by manipulating the peer list and redirecting traffic to nodes under their control.

•  Bugat/Cridex/Dridex (2015, US) ~ banking fraud
-  Vector of infection – well crafted and obfuscated MS office documents as invoice via mail = spear phishing.
-  Large transactions: $999k from City School District (PA,Us) to Kiev, $2M from Penneco Oil to Krasnodar, +1M to Minsk.
-  Andrey Ghinkul aka Smilex arrested in Cyprus (Aug’15), charged in US, Pennsylvania on USC 18, §1030 (a)/(c) = fraud, and related 

activity in connection with computers 
-  Temporary disruption - Palo Alto Networks reported Dridex was back operational by 2015-10-01 
-  Collaboration with international partners and private sector.

Source: “How to dismantle a botnet the legal behind the scenes”, Ku Leuven, BotConf EU



Bugat/Dridex (2015) 
•  Bugat/Dridex is a multifunctional malware package that has been in use since late 2009
•  Used a keylogger = capture all typed text, thus can access the victim’s online bank account and execute 

unauthorized electronic funds transfers (“EFT”), such as Automated Clearing House (“ACH”) payments or 
wire transfers, to accounts that they control.

•  Used a web inject / inject = introduce (or inject) malicious computer code into a victim’s web browser 
while the victim browses the Internet and “hijacks” the victim’s Internet session. Different injects are used 
for different purposes. 

•  Some web injects are used to display false online banking pages into the victim’s web browser to trick 
the victim into entering online banking information, which is then captured by the individual employing the 
web inject

•  Eun as a business by a small number of conspirators primarily based in Russia and Moldova who have 
years of experience and well-developed trust relationships with one another. 

•  The members of the conspiracy have specialized roles within the Bugat/Dridex enterprise, including 
expanding the botnet by infecting new victims, technical administration of the botnet, and managing the 
network of money mules who launder stolen funds. 

•  Unlike most malware distributors, the Bugat/Dridex enterprise maintains tight control over the Bugat/
Dridex malware code and does not appear to sell or distribute it to anyone outside the organization

Total losses associated with Bugat/Dridex exceed $10 million in US, $25 million WW.

Source: Special Agent Stevens Affidavit in Support of Temporary Restraining Order



Carbanak (2015) 

•  Losses up to US$1 billion in ~2yrs from ~100 banks
•  Joint collaboration of Interpol, Europol and Kaspersky Lab
•  Multinational gang of cybercriminals from Russia, Ukraine and other parts of Europe, as well as from China.
•  Gained entry into employee’s computer through spear phishing emails that appeared to be legitimate 

banking communications, with Microsoft Word 97 – 2003 (.doc) and Control Panel Applet (.CPL) files 
attached., infecting the victim with the Carbanak malware

•  Exploited vulnerabilities in  Microsoft Office 2003, 2007 and 2010 (CVE-2012-0158 and CVE-2013-3906) and 
Microsoft Word (CVE-2014- 1761).

•  Cashing: A) Transfer to accounts under control B) Penetrated the accounting systems & inflated account 
balances before pocketing the funds. 

•  For example: if an account has 1,000 dollars, the criminals change its value so it has 10,000 dollars and 
then transfer 9,000 to themselves. The account holder doesn’t suspect a problem because the original 
1,000 dollars are still there.

•  Also seized control of banks’ ATMs and ordered to dispense cash.

“This is likely the most sophisticated attack the world has seen to date in terms of the tactics and methods that 
cybercriminals have used to remain covert,” (Kaspersky Lab)



Current 
Security  
State 

When Pentesting….



Modern  
Security  
Architecture 
"  Intelligence driven defense 
"  Threat vector analysis 
"  Data exfiltration analysis 
"  Detection dominant design 
"  Zero trust model 
"  Intrusion kill chain 
"  Attack hunting 
"  Visibility analysis 
"  Data visualization 
"  Lateral movement analysis 
"  Data ingress/egress mapping 
"  Internal segmentation 
"  Network security monitoring 
"  Continuous monitoring 



The Basics - Service Providers / Authorities

Demo



The Basics - Service Providers / Authorities



"The old mantra of “trust but verify” just isn’t working. 
“Never trust and verify” is how we must apply security in 
this era of sophisticated breaches. 

Quote: https://networkinferno.net/implementing-a-zero-trust-security-architecture

Actually	a	Russian	proverb,	
“Доверяй	но	проверяй”,	

Suzanne	Massie,	a	writer	on	
Russia,	taught	Pr.	Ronald	Raegan	



6. Recommendations 
& Future 



Basic Security – Safeguard online activity

# Install a mature AV solution – AVG, Bitdefender, 
ESET, F-Secure, Sophos (all from EU), Kaspersky Lab, 
Symantec, TrendMicro. 

# Secure online banking and e-shopping 
# Block tampering attempts 
# Protect against keylogging 



Safepay ensures you there is no risk on your PC. 
 Security assessment for your PC. 

Stop fraud, phishing, and viruses in their tracks. 
Secures online banking and e-shopping.  

Basic Security – e.g. Bitdefender SafePay

Features a secure hacker-proof browser. 
Blocks tampering attempts. 



Basic Security – Guides & Best Practices



Education & Training

1.   Children - Save the Children Org: Keeping Children 
Safe Online 

2.  Users – basic “cyber hygene” (refrain the click, 
updates, AV) 

3.   Employees – AUP (acceptable use policy), SecPol 
(security policy), awareness training. 

4.   Consumers/Customers – build trust in electronic 
commerce 

5.   Security implementors – get self-updated with 
industry security practices. 

6.   Executives – educate about business risk and impact 
7.   Law enforcement – allocate proper resources 



Prepare for worse

1.   Crimeware ecosystem is on the rise and current intl 
collaboration is not working/keeping pace (MLATs/rogatories -> 1-3 
yrs cases) 

2.   Digital crime will have to deal with billions of information 
systems. Pressure is on the legal system. 

3.   Civil code is/will be challenged with online identities, 
properties and projectable crime on breach of private rights. 

4.   Competencies – there is a scarcity of specialists – use 
private sector collaboration. 



Questions? 
Thoughts? 

Teodor.Cimpoesu@certsign.ro 
+40722.754.319, @cteodor 

UTI-CERT Team 
contacts: CERT@uti.ro 


