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Biz Presentation 

4 types of cybercrime cases 

• stalking	
• disseminaFng	private	contents	

• using	malware	

• child	sexual	abuse	
• cyberbullying	
• phishing	
• romance	scams	

SHAME	

RELUCTANCE	TO	REPORT	

IMPACT	
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7 
Generation Y Online Security Service

 (US 2010) 
•  70%	not	always	as	careful	as	they	could	be	when	posFng	and	accessing	informaFon

	online	

•  ˃	50%	use	the	same	password	for	all	online	accounts	and	stay	logged	in	to	their

	personal	sites	

•  55%	never	check	credit	report	and	35%	do	not	always	check	bank	records	aKer

	making	online	purchases	

•  31%	do	not	always	verify	the	legiFmity	of	a	website	before	submiFng	credit	card

	informaFon	



what	is	your	password?	
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9 European Commission Programme  

“Prevention of and Fight Against Crime” 
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10 
Participants and beneficiaries 

judicial	authoriFes law	enforcement vicFm	support private	sector	
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11 Specific issues adressed 

underreporting 

…	derives	from	lack	of	awareness	
of	vicFmizaFon	and	of	reporFng	
mechanisms,	vicFm	shame	and	
embarrassment,	and	perceived	

reputaFon	risks	for	corporaFons… 

lack of 
prevention and 

support 

…	forgoQen	vicFms	… 

impact on victims 

…	besides	financial	losses,	the	
costs	also	include	the	Fme	and	
hassle	required	sorFng	maQers	
out.	The	psychological	effects	

too	are	not	inconsiderable,	with	
vicFms	reporFng	a	variety	of	
reacFons:	from	fear,	anger	and	
distress,	through	to	prolong	
cauFousness	and	suspicion	…	
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12 Objectives 

General	
objec:ve 

to	contribute	to	the	
prevenFon	of	criminality	

and	the	protecFon	of	vicFms	
of	crime 

Core		
objec:ve 

to	contribute	to	increase	
knowledge,	skills,	

informaFon	and	awareness	
on	idenFty	theK 

Specific	
objec:ves 

-	capacitate	professionals:	
exchange	of	knowledge,	training	

and	best	pracFces	
-	informaFon	and	prevenFon:	

raising	awareness		
campaign 
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13 Activities 

training		
Design	of	a	training	course	(PT,	RO,	EE,	ES)	on	the	
support	to	vicFms	of	idenFty	theK 

best	prac:ces	
CreaFon	of	a	best	pracFce	guide	(PT,	RO,	EE,	ES)	on	the	
support	to	vicFms	of	idenFty	theK	

workshops	
2	workshops	(local	experts	+	project	team)	in	RO	and	ES:	
“Phishing:	from	origin	to	desFnaFon:	using	the	banking	
system	for	money	laundering”;	“Social	networks	and	
idenFty	theK” 

Awareness	raising	campaign	
raising	awareness	campaign	with	40.000	leaflets,	6.000	
posters,	press/web	adds,	bus	shelter	adds,	street	
furniture	and	a	website; 

conference	
1	final	conference	in	Lisbon		 
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14 best practice guide 

•  cybercrime	and	idenFty	theK	

•  modi	operandi	

•  profile	of	the	perpetrator	and

	of	the	vicFm	

•  risk	factors	

•  impact	on	vicFms	

•  invesFgaFon	difficulFes		

•  naFonal	and	internaFonal	legislaFon	
•  prevenFon	advice	

•  providing	support	
•  glossary	
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15 
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