IDENTITY THEFT: ANEW
CHALLENGE FOR VICTIM
SUPPORT




QB3. Which of the following activities do you do online? (MULTIPLE ANSWERS

POSSIBLE)

Email

Reading news online

Using online social networks

Buying goods or services (holidays,
books, music, etc.)

Online banking

Playing games online

Selling goods or services

Watching TV
Other (SPONTANEOUS)
Don't know
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QBY. Cybercrimes can include many different types of criminal activity. How concerned are you personally about experiencing or being a victim of the following cybercrimes?

Identity theft (somebody stealing your personal data and R 2" [y oo [ ;1. 1

impersonating you, e.9. shopping under your name) 18% 3% 4% 1%

Discovered malicious software (viruses, etc,) on your device  EEENSNNNRNNNN 0" (SN 4 I % 1%

— p— 30% | 2 [ 5. | 2
Being a victim of bank card or onling banking fraud 8% 39, 1% M

I ' [ ' N 0 2

Your social media or email account being hacked %% W 5% 1%

Receiving emails or phone calls fraudulently asking for access to N ¢, I > I (v |

your computer, logins or personal details (including banking or 1 W % 1

payment information) o . v
Onling fraud where goods purchased are not defvered, counterfit SN "o (S o5 I ' ¥

o not as advertised ftle 3% 5% - 2%
. T | . (R, 2 |, ' 3
Accidentally encountering child pornography online 9 W% 5% %
Not being able to access online services (e.g. banking services or SR 19" IS 317 | 7' '
public services) because of cyber-attacks 10% 2T 61% 2%
Being asked for a payment in return for getting back control gf Your . N 7 I - I, ' |
evice’
Accidentally encountering material which promotes racial hatred or - NEERR 20" [ 267 | 1 5
religious extremism 0% 2% 64% 1%
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Very concerned Fairly concemed Total 'Not concerned Don't know



e stalking

e disseminating private contents
* using malware

* child sexual abuse

e cyberbullying

* phishing

* romance SsCams
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(BS. Has concern about security issues made you change the way you use the Internet in any of the following ways? (MULTIPLE ANSWERS POSSIBLE)
You e installed anfvius sofvare - T ——

You do not open emails from people you don't know _40% 4%

You are less likely to give personal information on websites — . 3%
You only use your own computer _-26% 3%

You only visitwebsites you know and frust —.320 ’ 3%

You use different passwords for different sites _-24% 3%

You regularly change your passwords* - ISESESESG_GGGI 27

You have changed your security setings (€.g. your browser, online Social  p—_—=;— 1%
media, search engine, efc) I 16%

i i ino I 13%
You are less likely to buy goods or services online E— (7

] ine N 12
You are less likely to bank online —

You cancelled an online purchase because of suspicions about the seller or 7%
website B 6%

Other (SPONTANEQUS) : 1://:

None (SPONTANECUS) Mm%

i 1%
Don't know u

B £88220ct 2014 Tl Yo I
* EB794 May-June 2013 1 ®cus
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QB1. How well informed do you feel about the risks of cybercrime?

@ Very well informed

@ Fairly well informed
@ Not very well informed
@ Not at all informed

Don't know

Inner pie : EB79.4 May-June 2013
Outer pie : EB82.2 Oct. 2014 @ EU2s




* 70% not always as careful as they could be when posting and accessing information
online

* > 50% use the same password for all online accounts and stay logged in to their
personal sites

* 55% never check credit report and 35% do not always check bank records after

making online purchases

* 31% do not always verify the legitimity of a website before submiting credit card

information
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judicial authorities law enforcement victim support private sector




underreporting

... derives from lack of awareness
of victimization and of reporting
mechanisms, victim shame and
embarrassment, and perceived

reputation risks for corporations...

... besides financial losses, the
costs also include the time and
hassle required sorting matters
out. The psychological effects
too are not inconsiderable, with
victims reporting a variety of
reactions: from fear, anger and
distress, through to prolong
cautiousness and suspicion ...

lack of
prevention and
support

... forgotten victims ...




General
objective

to contribute to the
prevention of criminality
and the protection of victims
of crime

Specific
objectives

- capacitate professionals:
exchange of knowledge, training
and best practices
- information and prevention:
raising awareness
campaign




p best practices p Awareness raising campaign

Creation of a best practice guide (PT, RO, EE, ES) on the raising awareness campaign with 40.000 leaflets, 6.000
support to victims of identity theft posters, press/web adds, bus shelter adds, street
furniture and a website;

training p conference

Design of a training course (PT, RO, EE, ES) on the 1 final conference in Lisbon
support to victims of identity theft

@ p workshops

2 workshops (local experts + project team) in RO and ES:
“Phishing: from origin to destination: using the banking

system for money laundering”; “Social networks and
identity theft”




cybercrime and identity theft

modi operandi

profile of the perpetrator and

of the victim
risk factors

impact on victims
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investigation difficulties

national and international legislation
prevention advice

providing support

glossary




Josefina gostava de trocar e-mails com as amigas e com os fami-
liares emigrados em Franca.

Un dia deparcou-se com um e-mail do seu banco que lhe pedia que
clicasse num link e que posteciormente conficmasse os seus da-
dos, pceenchendo um formulédcio.

Josefina foi buscar os seus documentos e fez imediatamente o que
lhe era pedido.

Passado um més, Josefina foi contactada pelo seu gestor de conta
que, intrigado com a transfecéncia de grande pacte do dinheiro
guardado para um NIB desconhecido, resolveu esclacecer as suas
davidas com a cliente.

José recebeu um e-mail, que entdo ndo sabia ser spam, em nome
do secvico de webmail que utilizava e que lhe pedia a actuali-
zacao da palavra-passe.

Posteciormente, José foi intecrogado por alguns dos seus colegas
de trabalho e amigos sobre as mensagens de cocceio electconico que
andavam a receber do seu endececo e em que este lhes pedia ajuda
financeica. Nenhum deles acedeu a tais pedidos.




Projecto desenvolvido em parceria por:

MANUAL
PROTEUS

PREVENCAQ::
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[Portuguese General Prosecutor’s Office)

ISBN 878-972-8852-69-6
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p best practices p Awareness raising campaign

Creation of a best practice guide (PT, RO, EE, ES) on the raising awareness campaign with 40.000 leaflets, 6.000
support to victims of identity theft posters, press/web adds, bus shelter adds, street
furniture and a website;

training p conference

Design of a training course (PT, RO, EE, ES) on the 1 final conference in Lisbon
support to victims of identity theft

@ p workshops

2 workshops (local experts + project team) in RO and ES:
“Phishing: from origin to destination: using the banking

system for money laundering”; “Social networks and
identity theft”




Estrutura e distribuicao temporal do Curso

0 Curso de Formacao € composto por nove modulos e nove sessoes.

Estrutura do curso
UM DIA - 360 MINUTOS

O G e e

Primeica Sessdo |Médulo I - Introdugdo e apresentacdo dos casos tipicos 30 Minutos

Segunda Sessdo Médulo II - Cibecccime e definigdo de furto de identidade através da Intecnet |20 Minutos

Tecceira Sessdo |Médulo III - Modi operandi e as situacgdes mais comuns de fucrto de identidade |40 Minutos
através da Intecnet

Quacta Sessdo Médulo IV - 0 autor do ccime e a vitima, fatores de risco Minutos

Quinta Sessdo Médulo V - 0 impacto do fucto de identidade através da Intecnet e as dificul- Minutos
dades de investigacdo

Sexta Sessdo Médulo VI - Enquadcamento legal Minutos

Sétima Sessdo Médulo VII - Aplicacdo dos tipos legais de ccime ao fenémeno do fucto de Minutos
identidade pela Intecnet

Oitava Sessdo Médulo VIII - Medidas de prevengdo; Sinais de infecdo por malwace; Sinais de Minutos
fucto de identidade

Nona Sessdo Médulo IX - Apoiar a vitima em casos de infecdo do computador por malware e Minutos
de fucto de identidade pela Intecnet

WALIY | 360 Minutos
6 Horas

R e e
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Regras de Exercicion® 3

ki .
Modulo/Tema  Medidas de Cod.Ref. FORM.2.A.32 Area de educacao e 380
Prevencao formacao

Excucdo O Formad@r devera dividir este exercicio em duas partes:

1. Dois formand@s devem voluntariar-se e simular um atendimento entre
uma vitima de furto de identidade através da Internet e um técnico de
apoio a vitima. O guido deve ser entregue ao formand@ que desempenhar
0 papel da vitima de modo a que este possa descrever a “sua situacan”. O
formando que desempenhar o papel do técnico de apoio a vitima deve
procurar aconselhar a “viima” quanto a formas de prevenir o crime e de
ultrapassar os seus efeitos.

. Em seguida, deverdo discutir em grupo sobre questdes e conclusdes (o
formador/a deve apresentar aos formand@s os devidos conselhos sobre
prevencao e sobre medidas para ultrapassar os efeitos do crime de acordo
com a ficha apresentada em baixo).

Notas:
- Consultar o plano de sessao

Biz Presentation




m ?g'} fee

Apoio 4 Vitinea

Biz Presentation

L

PARNU CENTRE
FOR GENDER
BASED VIOLENCE

o>

- TRAINING MANUAL  PROTEUS

-
-
w
=
[~
I
-
-
-
=
w
-]
L]
w
=
L)
-l
=
o
w
(-]
L
=
|
-
Q
-
>
o
-
-
3
-
a
o
=2
L

PREVENTION, INFORMATION

pnsveuxﬁo INFORMACAO E
APOIO A VITIMAS DE FURTO
DE IDENTIDADE ONLINE

ﬁANUAL PEDAGOGICO PARA

0 DESENVOLVIMENTO DE CURSOS
DE FORMACAO

MANUAL SOBRE EL ROBO DE
IDENTIDAD EN INTERNET
KOOLITUSJUHEND
INTERNETIS TOIMEPANDUD
IDENTITEEDIVARGUS
MANUAL DE FORMARE
PROFESIONAL

;URT DE IDENTITATE
PRIN INTERNET

PROTED |

rr —
\J




p best practices p Awareness raising campaign

Creation of a best practice guide (PT, RO, EE, ES) on the raising awareness campaign with 40.000 leaflets, 6.000
support to victims of identity theft posters, press/web adds, bus shelter adds, street
furniture and a website;

training p conference

Design of a training course (PT, RO, EE, ES) on the 1 final conference in Lisbon
support to victims of identity theft

@ p workshops

2 workshops (local experts + project team) in RO and ES:
“Phishing: from origin to destination: using the banking

system for money laundering”; “Social networks and
identity theft”




THANKS!

0

W EERERIENEEN +351 213587920 fredericomarques@apav.pt www.apav.pt
Frederico Moyano Marques apoio.atd@apav.pt




