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Web Science: A Transdisciplinary
Perspective

Study of cybercrime at Southampton synthesises
interests arising from 4 research groups.

Institute of Criminal Justice Research; Academic Centre
of Excellence in Cyber Security, IT Innovations and
Web Science

Web Science created by Computer Science Professors
Dame Wendy Hall, Sir Nigel Shadbolt and Sir Tim
Berners-Lee at the University of Southampton.

Aim to study the impact of the web in a
transdisciplinary way, integrating and combining
disciplines.

www.southampton.ac.uk/wsi




Locating cybercrime

If you are in your early 20’s, then you have not known a world
before the internet or mobile phones, you will have grown up
having movies available on DVD whenever you wanted to
watch them.

But, not so long ago you had to see movies at the cinema, or
hope they would be on the telly. A Bond film was on at
Christmas each year, if you missed it you did not expect to
see it again for a long while, if you even got to see it at all

The rapid development of the internet and especially mobile
technologies has made life simultaneously complicated and
easier

It has also extended criminal opportunities.




Criminology and Cybercrime
What are the challenges that Cyber
Security will face?

Some key issues and questions needing answers:

*Why do people act differently when using the Internet and take risks
they would not take offline?

War on poverty, drugs, crime, hacking?
*Hacking as state weapon?
*ldentity theft to bio-theft

*Digital archive AS property
*Digital Profiling through Big Data

*What are the unintended (criminal) opportunities of the Web and
how can we prevent victimisation?

*Facebook status updates: Craig is currently at a Cyber Security event...
....s0 his house is currently empty and available to burgle
*Except for the huge dog (wait and see!)




UK: Cybercrime is a Tier 1 threat to the
nation. More likely than chemical or
nuclear attacks
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BABYFACE ‘HACKER
WHO PARALYSED
A PHONE GIANT

id club as stimulus talk fires bonds AU Son of a single mother;
' TalkTalk suspect, 15,
is violent video game
addict who rarely
leaves his bedroom

THE boy of 15 arrested By Arthur Martin, Stephen

TatkTalk attack suspect: The Mail has aitered the youth's appearance to protect his identity




The response?
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THE FIGHT FOR

HACKERS CAN TURN YOUR
HOME COMPUTER

By RANDY JEFFRIES / iWeckly Workd News
WASHINGTON —

Right now,
computer hackers have the ability to
turn your home computer into a bomb
and blow you to Kingdom Come — and

INTO AD:

they can do it anonymously from

thousands of miles away!

Experts say the recent “break-ins”
that paralyzed the Amazon.com,
Buy.com and eBAY websites are tame
compared to what will happen in the
near future.

Computer r(pﬂl .\rnoM \abrnwn [
ident of the Wi
group National CyberCrime Ptewnnon
Foundation (NCPF), says that as far as com-
puter crime is concerned. we've only seen
the tip of the iceberg.

“The criminals who knocked out those
three major online businesses are ——
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THE FUTURE BEGINS-:

oo & blow your
family to
smlthereens.'

KABOOM! It might not look like it, but on innocent home
computer like this one con bo turned into o deodly weepon
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Exploiting the Weakest Link

A CRYPTO NERD'S

IMAGINATION -

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOULAR
CLUST ER TO CRACK \T-

NO GOoD! TS
uo% -BIT RSA‘

EVlL PlRN
1S FOILED! ™

WHAT WOoULD
ACTVALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE Tms US THE. PASSWORD.

GOT IT,

ﬁ

http://xkcd.com/538/




Let’s look inside the Cybercriminal
Mind

Not a great deal different to what we might find in
anyone else’s mind.

Motivations will be similar

Personality fits within everyday parameters: some shy,
some outgoing, some aggressive...

Some are not even aware that they are engaging in
crime

A lot of cybercrime is the result of a desire for a thrill,
or to show off a skill

Big data to profile cybercriminals, and big data used by
cybercriminals to profile you




Important issue:
Drifting on and off line

Crime that occurs online frequently drifts offline.

The boundaries between online and offline are blurred. The
virtual online world is now where many of us live all the time.

Smartphones are common.

A credit card needs to be either stolen or the magnetic strip
and identifying details copied.

This is a face—to—face relationship

It needs to be physically stolen, or copied when you buy
something

A PIN can be stolen in a variety of ways. Simplest is to watch

you enter it




What can be done?

 Criminals of all varieties need to TRUST each
other

* Undermining trust is the single most
important tool for disruption of crime




The Future?

Biometrics?
The passkey that you can never forget?
What are the potential problems?

If key parts of who we are become
‘owned’ by companies, governments
and services, what becomes of our
humanity?

Do we need this much security?




Contactless payments?










Thank you for listening
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