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•  Phishing	MO	

•  Why	homebanking	

•  Approaching	the	MO	
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First	remarks	

•  Thomas	Stearns	Elliot:	

	 	“[…]	Where	is	the	life	we	have	lost	in	living?	

	 	Where	is	the	wisdom	we	have	lost	in	knowledge?	

	 	Where	is	the	knowledge	we	have	lost	in	informaDon?	[…]”	
T.		S.	Elliot,	“The	Rock”	(1936)	

•  “	 	 	 	 							…	all	others	pay	cash!”	
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DefiniDons	

IDENTITY	 THEFT	

PHISHING	

–  ID	theG?	

–  Burglary?	
–  Fraud?	
–  Crime?	

–  Technique?	

FACTS!	
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Phishing	MO	

•  Gmail	/	generic	mail	account	
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Phishing	MO	

•  Gmail	/	generic	mail	account	
“[…]we	observed	 that,	 once	 logged	 in,	manual	hijackers	profile	 the	 vicDm’s	
account	 and	 spend	 an	 average	 of	 3	 minutes	 to	 assess	 the	 value	 of	 the	
account	 before	 exploiDng	 it	 or	 abandoning	 the	 process.	 This	 step	 entails	
searching	through	the	vicDm’s	email	history	for	banking	details	or	messages	
that	the	vicDm	had	previously	flagged	as	important[…]”	

Burstzein,	Elie	et	al	(see	references)	

•  Main	uses:	
– Ordering	bank	transacDons	
– ConDnue	phishing	scam	
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Phishing	MO	

•  Facebook	/	generic	social	network	account	
MOV	
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Phishing	MO	
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Phishing	MO	

•  Facebook	/	generic	social	network	account	

•  Main	uses:	
– “Mugged-in-…”	
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Phishing	MO	
Resources	

i. Mail	account	

ii. Social	networks	
iii. FinanDal	/	
Banking	/	Bet	

Hardware	

i. PC		
ii. MAC	
iii. Mobile	

Source	

i. E-mail	

ii. URL	
iii. Phone	contact	/	
SMS	

Any	log-in	account	 Any	device	 Any	contact	mean	
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Phishing	MO	

“[…]	We	argue	that	phishing	is	the	asack	vector	of	choice	for	manual	hijackers	as	it	is	easier	and	cheaper	to	
perform	than	other	mean	to	compromise	accounts[…]”	

Burstzein,	Elie	et	al	(see	references)	

“[…]	Subjects	oGen	decided	whether	a	sDmulus	was	legiDmate	or	not	based	on	the	content,	as	opposed	to	
the	signs	of	authenDcity..	 […]	emails	 that	 requested	passwords	upfront	were	considered	phishy,	whereas	
emails	that	only	appeared	to	contain	informaDon	were	considered	safe.	This	is	a	problem,	as	users	could	be	
drawn	 to	 a	 site	 by	 an	 email	 that	 appears	 to	 be	 for	 informaDon	 only,	 and	 once	 at	 the	 site	 asked	 for	
credenDals.”	

Jakobsson,	Markus	et	al	(see	references)	

•  Quotes:	

“While	 companies	 can	 invest	 in	 increased	 ICT	 security	which	 in	 turn	 requires	 criminals	 to	 innovate	 their	
own	 technical	 capability,	 it	 is	 harder	 to	 upgrade	 the	 “human	 firewall”.	 […]	 The	 overall	 effecDveness	 of	
phishing	campaigns,	which	was	formerly	10-20%,	increased	in	2014.	Research	shows	that	23%	of	recipients	
who	receive	a	phishing	messages	will	open	it	and	a	further	11%	will	conDnue	to	open	any	asachments.”	

Europol,	IOCTA	2015	
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Phishing	MO	

•  Step	by	step:	
•  Define	target,	scam	tools,	and	disseminaDon;	

•  Assure	a	way	to	receive	the	illicit	profit;	
•  Assure	the	fund	transfer	
•  Collect	the	benefit	aGer	laudering	
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Why	homebanking	
The	Client	

i. Easy	access	to	
savings;	

The	Bank	

i. Easier	(and	
cheaper)	access	
to	savings;	

The	Criminal	

i. Easy	access	to	
others’	savings;	

ii. Secure	access	to	
savings;	

ii. Cost/benefit	
security	in	
granDng	access	to	
savings;	

ii. Dummy	security	
in	access	to	
savings;	
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Why	homebanking	

•  Username/password	

combinaDon	

•  TransacDon	password	

•  Matrix	security	card	

!  man	in	the	middle	

•  SMS	token	

•  Token	device	

!  Social	engineering	/	ID	
theG	

!  Phone	company	
compromise	

A	secure	system…	 …	or	is	it?	
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Approaching	the	MO	

i.  Developing	the	idenDty	theG	tools,	and	its	
disseminaDon	

ii.  Gathering	mulDple	desDnaDon	accounts,	
where	the	funds	will	aGerwards	be	transfered	
to	

iii.  Entering	the	vicDm’s	online	banking	service,	
ordering	the	funds	transfer	

iv.  Rewarding	the	structure	
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i. 	Developing	the	idenDty	theG	tools,	and	its	
	disseminaDon	

•  Spam	–	unsolicited	e-mail	
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i. 	Developing	the	idenDty	theG	tools,	and	its	
	disseminaDon	

•  Passive	contribuDon	from	the	vicDm	
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i. 	Developing	the	idenDty	theG	tools,	and	its	
	disseminaDon	

•  AcDve	contribuDon	from	the	vicDm	
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ii. 		Gathering	mulDple	desDnaDon	accounts	

•  Need	to	assure	a	desDnaDon	account		
(money	mule)	

€	
i.  Job	scam	
ii.  Social	environment	
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iii. 	Entering	the	vicDm’s	online	banking	
	service	

•  Symultaneous	criminal	structure	acDon	

Source	
account	

informaDon	

DesDnaDon	
account	

informaDon	

ConfirmaDon	
codes	

Money	mule	ready	

ID	theG	done	

Ordering	the	
funds	transfer	

Immediate	money	
withdrawal	
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iv. 	Rewarding	the	structure	

i.  Job	scam:	
i.  Money	withdrawal	in	a	branch	

ii.  InternaDonal	money	transfer	outside	the	classical	banking	
system	

iii.  Payment	deducted	from	money	mule’s	fee	

ii.  Social	environment:	
i.  POS	with	limited	ID	demands	

ii.  Immediate	funds	distribuDon	



22	

Tackling	the	difficulDes	

The	costs	of	the	crime:	

–  For	the	vicDm	/	bank	
–  For	the	trust	in	banking	system	

–  For	the	society	
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Tackling	the	difficulDes	

The	need	for	proacDvity	

Restricted	access	to	informaDon/evidence:	
–  Bank	and	phone	accounts	
–  IP	and	internet	traffic	informaDon	
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Tackling	the	difficulDes	

InternaDonal	cooperaDon	

•  Job	scam	

–  Eastern	coorelaDon;	

–  Quick	mutaDon	and	territorial	
coverage	

–  Minimum	three	jurisdicDons	
involved		

•  Social	environment	

–  South-american	coorelaDon	

–  Major	focus	on	minoriDes	as	
facilitators	

–  Minimum	two	jurisdicDons	
involved		
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